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Previous approaches: Modeled specific exploit techniques.

Our approach: Model the essential steps of a vulnerability.

Identifies modern vulnerabilities

Reduce false alarms.
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Branch Misprediction
Divert conditional branches.

MDS
Dereferencing an attacker 
pointer leaks the secret it 

points to.Cache Contention
Dereferencing an secret pointer leaks it.

Memory Massaging
Unsafe transient loads inject attacker 

data. User Data
Syscall arguments and 

usercopies inject attacker 
data.

LVI
Invalid transient loads 
inject attacker data.
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Any corruptible data is attacker data.

connect
Attacker argument

generates an attacker 
socket.

sendto
Attacker argument yields a send-

what-where attack.

execve
Attacker argument yields a 

code-execution attack.

write
Attacker argument yields a write-

what-where attack.

openat
Attacker argument generates 
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DMARacer

Memory Corruption
Dereferencing an attacker pointer yields 

a memory corruption attack.Denial of Service
Asserting an attacker condition

yields a DoS attack.

Inconsistent Access
Unsynchronized streaming DMA access 

generates invalid data.

Time-of-Initialization
to Time-of-Use

DMA load following a store generates 
attacker data.

Time-of-Check to Time-of-Use
Multiple DMA loads generate attacker data.
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Discover new vulnerabilities in real-
world software efficiently

Provide an extensible, future-resilient 
foundation for vulnerability detection

Introduce explicit vulnerability 
modeling for information-flow tracking


