
KASPER: Scanning for 
Generalized Transient Execution 

Gadgets in the Linux Kernel
Brian Johannesmeyer*, Jakob Koschel*,

Kaveh Razavi, Herbert Bos, Cristiano Giuffrida

*Joint first authors



2



2



2



2



2



2



2



2



2



2



2

1379 gadgets



2

1379 gadgets



What is a Spectre gadget?

3



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

What is a Spectre gadget?

3

🤫

🤫

😐

😐

😐

😐

😐

🤫

🤫

🤫

Kernel memory

arr1



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

How do existing gadget scanners work?

4



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

How do existing gadget scanners work?

4

Existing scanners are pattern-driven.



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

How do existing gadget scanners work?

4

Suspicious copies 
from userspace

Existing scanners are pattern-driven.



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

How do existing gadget scanners work?

4

Suspicious copies 
from userspace

Out-of-bounds 
accesses

Existing scanners are pattern-driven.



x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

How do existing gadget scanners work?

4

Suspicious copies 
from userspace

Out-of-bounds 
accesses

Existing scanners are pattern-driven.

Attacker-dependent 
accesses



How do existing gadget scanners work?

5

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}



How do existing gadget scanners work?

5

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Existing scanners are limited in scope.



How do existing gadget scanners work?

5

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

Existing scanners are limited in scope.



How do existing gadget scanners work?

5

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

Existing scanners are limited in scope.



How do existing gadget scanners work?

5

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

A cache-based 
covert channel

Existing scanners are limited in scope.



6



However, in reality, attackers do 
not care about patterns.

6



However, in reality, attackers do 
not care about patterns.

6

mov
call
lea



However, in reality, attackers do 
not care about patterns.

6

mov
call
lea



However, in reality, attackers do 
not care about patterns.

6

mov
call
lea



However, in reality, attackers do 
not care about patterns.

6

mov
call
lea



However, in reality, attackers do 
not care about patterns.

6

mov
call
lea



How do existing gadget scanners work?

7

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

Existing scanners are limited in scope.

A cache-based 
covert channel



How do existing gadget scanners work?

7

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

Existing scanners are limited in scope.

A cache-based 
covert channel

Spectre-V1



How do existing gadget scanners work?

7

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

Existing scanners are limited in scope.

A cache-based 
covert channel

Spectre-V1

LVI



How do existing gadget scanners work?

7

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

Existing scanners are limited in scope.

A cache-based 
covert channel

Spectre-V1

SMoTherSpectreLVI



How do existing gadget scanners work?

7

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

Existing scanners are limited in scope.

A cache-based 
covert channel

Spectre-V1

SMoTherSpectre

RIDL

LVI



How do existing gadget scanners work?

7

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

Existing scanners are limited in scope.

A cache-based 
covert channel

Spectre-V1

SMoTherSpectre

RIDL

LVI

Fallout



How do existing gadget scanners work?

7

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

Existing scanners are limited in scope.

A cache-based 
covert channel

Spectre-V1

SMoTherSpectre

RIDL

LVI

Fallout

SpectreRewind



How do existing gadget scanners work?

7

x = get_user(ptr);
if (x < size) {

y = arr1[x];
z = arr2[y];

}

Direct
attacker input

An out-of-bounds
secret access

Existing scanners are limited in scope.

A cache-based 
covert channel

Spectre-V1

SMoTherSpectre

RIDL

LVI

Fallout

SpectreRewind



8



An attacker has all of these 
primitives at their disposal.

8



An attacker has all of these 
primitives at their disposal.

8



An attacker has all of these 
primitives at their disposal.

But how can a gadget scanner even 
begin to model all of them?

8



Our approach: Modeling generalized gadgets

9



Our approach: Modeling generalized gadgets

9

1. Attacker injection



Our approach: Modeling generalized gadgets

9

1. Attacker injection
User data



Our approach: Modeling generalized gadgets

9

1. Attacker injection

2. Secret access

User data



Our approach: Modeling generalized gadgets

9

1. Attacker injection

2. Secret access

User data

Out-of-bounds read



Our approach: Modeling generalized gadgets

9

1. Attacker injection

2. Secret access

3. Secret leakage

User data

Out-of-bounds read



Our approach: Modeling generalized gadgets

9

1. Attacker injection

2. Secret access

3. Secret leakage

User data

Out-of-bounds read

Cache interference



Our approach: Modeling generalized gadgets

9

1. Attacker injection

2. Secret access

3. Secret leakage

Memory massaging
User data

Out-of-bounds read

Cache interference



Our approach: Modeling generalized gadgets

9

1. Attacker injection

2. Secret access

3. Secret leakage

LVI

Memory massaging
User data

Out-of-bounds read

Cache interference



Our approach: Modeling generalized gadgets

9

1. Attacker injection

2. Secret access

3. Secret leakage

LVI

Memory massaging
User data

Out-of-bounds read

Use-after-free read

Cache interference



Our approach: Modeling generalized gadgets

9

1. Attacker injection

2. Secret access

3. Secret leakage

LVI

Memory massaging
User data

Out-of-bounds read

Use-after-free read

Cache interference

MDS



Our approach: Modeling generalized gadgets

9

1. Attacker injection

2. Secret access

3. Secret leakage

LVI

Memory massaging
User data

Out-of-bounds read

Use-after-free read

Cache interference

MDS

Port contention



10



Okay, so how do we actually 
identify these gadgets?

10



11

Our approach: An example



11

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}



11

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

1. Fuzz the syscall 
interface



11

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

1. Fuzz the syscall 
interface

x = 3x = -7 x = 100000



11

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

2. Add an attacker
label

1. Fuzz the syscall 
interface

x = 3x = -7 x = 100000



12

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

2. Add an attacker
label

1. Fuzz the syscall 
interface

x = 3x = -7 x = 100000



13

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

2. Add an attacker
label

1. Fuzz the syscall 
interface

x = 3x = -7 x = 100000



13

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

2. Add an attacker
label

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000



13

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

2. Add an attacker
label

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000



13

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

2. Add an attacker
label

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000



13

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

2. Add an attacker
label

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000



14

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

2. Add an attacker
label

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000



14

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

4. Memory error detector
identifies unsafe access

2. Add an attacker
label

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000



14

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

4. Memory error detector
identifies unsafe access

2. Add an attacker
label

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000

5. Add a secret
label



15

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

4. Memory error detector
identifies unsafe access

2. Add an attacker
label

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000

5. Add a secret
label



16

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

4. Memory error detector
identifies unsafe access

2. Add an attacker
label

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000

5. Add a secret
label



16

Our approach: An example

void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

4. Memory error detector
identifies unsafe access

2. Add an attacker
label

6. Cache interference detector
identifies gadget

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000

5. Add a secret
label



void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

17

4. Memory error detector
identifies unsafe access

2. Add an attacker
label

6. Cache interference detector
identifies gadget

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

x = 3x = -7 x = 100000

Our approach: An example

5. Add a secret
label



void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

17

4. Memory error detector
identifies unsafe access

2. Add an attacker
label

6. Cache interference detector
identifies gadget

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

7. Revert speculative operations

x = 3x = -7 x = 100000

Our approach: An example

5. Add a secret
label



void syscall_handler(int x) {
...
if (x < size) {
y = arr1[x];
z = arr2[y];

}
}

17

4. Memory error detector
identifies unsafe access

2. Add an attacker
label

6. Cache interference detector
identifies gadget

1. Fuzz the syscall 
interface

3. Start 
speculative 
emulation

7. Revert speculative operations

x = 3x = -7 x = 100000

Our approach: An example

5. Add a secret
label



Our implementation: KASPER

18



Our implementation: KASPER

18

Linux kernel



Our implementation: KASPER

18

KASPER runtime librariesLinux kernel



Our implementation: KASPER

18

Build the kernel with KASPER’s LLVM passes

KASPER runtime librariesLinux kernel



Our implementation: KASPER

18

Build the kernel with KASPER’s LLVM passes

KASPER runtime libraries

KASPER-instrumented kernel

Linux kernel



Our implementation: KASPER

18

Build the kernel with KASPER’s LLVM passes

KASPER runtime libraries

KASPER-instrumented kernel

Linux kernel

Fuzz the kernel so that KASPER reports gadgets at runtime



Our implementation: KASPER

18

Build the kernel with KASPER’s LLVM passes

KASPER runtime libraries

KASPER-instrumented kernel

Linux kernel

Gadgets statistics

Fuzz the kernel so that KASPER reports gadgets at runtime



Comparison with previous approaches

19



Comparison with previous approaches

19

Gadgets reported in the kernel when running UNIX’s ls command



Comparison with previous approaches

19

Gadgets reported in the kernel when running UNIX’s ls command

Total gadgets reported FP rate FN rate (“Spectre-V1” only)

SpecFuzz 662 99% 33%

SpecTaint 688 99% 0%

KASPER (“Spectre-V1” only) 8 25% 0%



Only targets speculative
out-of-bounds accesses

Comparison with previous approaches

19

Gadgets reported in the kernel when running UNIX’s ls command

Total gadgets reported FP rate FN rate (“Spectre-V1” only)

SpecFuzz 662 99% 33%

SpecTaint 688 99% 0%

KASPER (“Spectre-V1” only) 8 25% 0%



Only targets speculative
out-of-bounds accessesOnly targets attacker-

dependent accesses

Comparison with previous approaches

19

Gadgets reported in the kernel when running UNIX’s ls command

Total gadgets reported FP rate FN rate (“Spectre-V1” only)

SpecFuzz 662 99% 33%

SpecTaint 688 99% 0%

KASPER (“Spectre-V1” only) 8 25% 0%



Only targets speculative
out-of-bounds accessesOnly targets attacker-

dependent accesses

Non-deterministic 
overtainting

Comparison with previous approaches

19

Gadgets reported in the kernel when running UNIX’s ls command

Total gadgets reported FP rate FN rate (“Spectre-V1” only)

SpecFuzz 662 99% 33%

SpecTaint 688 99% 0%

KASPER (“Spectre-V1” only) 8 25% 0%



Only targets speculative
out-of-bounds accessesOnly targets attacker-

dependent accesses

Fewer, higher 
quality gadgets

Non-deterministic 
overtainting

Comparison with previous approaches

19

Gadgets reported in the kernel when running UNIX’s ls command

Total gadgets reported FP rate FN rate (“Spectre-V1” only)

SpecFuzz 662 99% 33%

SpecTaint 688 99% 0%

KASPER (“Spectre-V1” only) 8 25% 0%



Gadgets discovered

20



Gadgets discovered

20

Gadget type Number of reports

USER-CACHE 147

MASSAGE-CACHE 47

LVI-CACHE 12

USER-MDS 600

MASSAGE-MDS 193

USER-PORT 407

MASSAGE-PORT 123

Total 1379



Gadgets discovered

20

The original “Spectre-V1” remains 
largely unmitigated.

Gadget type Number of reports

USER-CACHE 147

MASSAGE-CACHE 47

LVI-CACHE 12

USER-MDS 600

MASSAGE-MDS 193

USER-PORT 407

MASSAGE-PORT 123

Total 1379



Gadgets discovered

20

The original “Spectre-V1” remains 
largely unmitigated.

LVI is indeed an issue from a 
conditional branch misprediction.

Gadget type Number of reports

USER-CACHE 147

MASSAGE-CACHE 47

LVI-CACHE 12

USER-MDS 600

MASSAGE-MDS 193

USER-PORT 407

MASSAGE-PORT 123

Total 1379



Gadgets discovered

20

The original “Spectre-V1” remains 
largely unmitigated.

LVI is indeed an issue from a 
conditional branch misprediction.

Transient memory massaging is a 
legitimate attack vector.

Gadget type Number of reports

USER-CACHE 147

MASSAGE-CACHE 47

LVI-CACHE 12

USER-MDS 600

MASSAGE-MDS 193

USER-PORT 407

MASSAGE-PORT 123

Total 1379



Gadgets discovered

20

The original “Spectre-V1” remains 
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legitimate attack vector.

Gadget type Number of reports

USER-CACHE 147

MASSAGE-CACHE 47

LVI-CACHE 12

USER-MDS 600

MASSAGE-MDS 193

USER-PORT 407

MASSAGE-PORT 123

Total 1379
There are a ton of gadgets! But are 
any of them actually exploitable…
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